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B.3 * Finding a Generator of a Cyclic Group 

In this section we will be concerned with the problem of finding a generator 
of an arbitrary cyclic group G of order q. Here, q does not necessarily denote 
a prime number; indeed, the problem of finding a generator when q is prime 
is rendered trivial by Corollary 7.52. p.T7^ 

Our approach to finding a generator will be to find a random generator, 
proceeding in a manner very similar to that of Section B.2.4. Namely, we 
will repeatedly sample random elements of G until we find an element that 
is a generator. As in Section B.2.4, an analysis of this method requires an 
understanding of two things: 

• How to efficiently test whether a given element is a generator; and 

• the fraction of group elements that are generators. 

In order to understand these issues, we first develop a bit of additional group- 
theoretic background. 

B.3.1 Group-Theoretic Background 

Recall that the order of an element h is the smallest positive integer i for 
which hl = 1. Let g be a generator of a group G of order q > 1; note that 
this means the order of g is q. Consider any element h 6 G that is not the 
identity (the identity cannot be a generator of G), and let us ask whether this 
element might also be a generator of G. Since g generates G, we can write 
h = gx for some x € {1,..., q — 1} (note i^O since h is not the identity). 
Consider two cases: 

Case 1: gcd(x, q) = r > 1. Write x = a ■ r and q = (3 ■ r with a, /? non-zero 
integers less than q. Then: 

h0 = (gxf = 9aT0 = (9q)a = I- 

So the order of h is at most j3 < q, and h cannot be a generator of G. 

Case 2: gcd(x, q) = 1. Let i < q be the order of h. Then 

g° = l = hi = (gxY = gxi, 

p-ilS 
implying xi — 0 mod q by Proposition 7.50. This means that q \ xi. Since 
gcd(x,q) = 1, however, Proposition 7.3 shows that q\i and so i = q. We 
conclude that h is a generator of G. 9'™ 

Summarizing the above, we see that for i € {l,...,qr — 1} the element 
h = gx is a generator of G exactly when gcd(x, q) — 1. We have seen the set 
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{x G {1, • ■ •, 9 — 1} | gcd(a;, q) = 1} before — it is exactly Z*! We have thus 

proved the following: 

THEOREM B.18 Let G be a cyclic group of order q > 1 with generator g. 

Then there are 4>{q) generators of G, and, these are exactly given by the set 

{gx\xeZ*q}. 

In particular, if G is a group of prime order q, then it has <f>(q) = q — 1 

generators exactly in agreement with Corollary 7.52. 

We turn next to the question of determining whether a given element h 

is a generator of G. Of course, one way to check whether h generates G is 

to simply enumerate {/i°, ft1,..., ft9-1} to see whether this list includes every 

element of G. This requires time linear in q (i.e., exponential in ||g||) and 

is therefore unacceptable for our purposes. Another approach, if we already 

know a generator g, is to compute the discrete logarithm x = logg ft and then 

apply the previous theorem; in general, however, we may not have such a g, 

and anyway computing the discrete logarithm may itself be a hard problem. 

If we know the factorization of q, we can do better. 

PROPOSITION B.19 Let G be a group of order q, and let q = nf=i vV 

be the prime factorization of q, where the {pi} are distinct primes and et > \. 

Set qi = q/Pi- Then ft € G is a generator of G if and only if 

ft9* ^ 1 for i = 1,..., k. 

PROOF One direction is easy. Say ft9* = 1 for some i. Then the order of 

ft is at most qi < q, and so ft cannot be a generator ^ |^t' ^ 1 i 

Conversely, say ft is not a generator but instead has order q' < q. By 

Proposition 7.51, we know q' \ q. This implies that q' can be written as q' = 

where e\ > 0 and for at least one index j we have e' < ej. But 

then q' divides qi = pef ~X - p*‘!*aJi(f'so (using Proposition 7.50) hqj = 

ft^wit. >*i%+wr*. r*7H ■ 

The proposition does not require G to be cyclic; if G is not cyclic then every 

element ft € G will satisfy ft9* = 1 for some i and so there are no generators 

(as must be the case if G is not cyclic). 

B.3.2 Efficient Algorithms 

We now show how to efficiently test whether a given element is a generator, 

as well as how to efficiently find a generator in an arbitrary group. 
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Testing if an Element is a Generator 

Proposition B.19 immediately suggests an efficient algorithm for deciding 

whether a given element h is a generator or not. 

ALGORITHM B.20 
Testing whether an element is a generator 

Input: Group order q; prime factors {pi}i-1 of q\ element h € G 
Output: A decision as to whether h is a generator of G 

for i = 1 to k: 
if hq/v' = 1 return “h is not a generator” 

return “h is a generator” 

Correctness of the algorithm is evident from Proposition B.19. We now 

show that the algorithm terminates in time polynomial in ||<7||. Since, in each 

iteration, hq^Vi can be computed in polynomial time, we need only show that 

the number of iterations k is polynomial. This is the case since an integer q 

can have no more than log2 q = 0(||g||) prime factors; this is true because 

q=tlpr>f[pi>il2=2k 
1=1 1=1 1=1 

and so k < log2 q. 

Algorithm B.20 requires the prime factors of the group order q to be pro¬ 

vided as input. Interestingly, there is no known efficient algorithm for testing 

whether an element of an arbitrary group is a generator when the factors of 

the Jroup order are nd£/known. 

The Fraction of Elements that are Generators 

As shown in Theorem B.18, the' fraction of elements of a group G of order q 

that are generators is <j>(q)/q. Theorem B.16 says that (f>(q)/q = fl(l/||<z||)- 

The fraction of elements that are generator^ is thus sufficiently high to ensure 

that sampling a polynomial number of elements from the group will yield a 

generator with all but negligible probability. (The analysis is the same as in 

Section B.2.4.) 

Concrete Examples in Z* 

Putting everything together, there is an efficient probabilistic method for 

finding a generator of a group G as long as the factorization of the group 

order is known. When selecting a group for cryptographic applications, it is 
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therefore important that the group is chosen in such a way that this holds. For 

groups of the form Z*, with p prime, some of the possibilities are as follows: 

• As we have already discussed fairly extensively in Section 7.3.2, working 

in a prime order subgroup of Z* has the effect of, among other things, 

eliminating the above difficulties that arise when q is not prime. Recall 

that one way to obtain such a subgroup is to choose p as a strong prime 

(i.e., so that p = 2q+1 with q also prime) and then work in the subgroup 

of quadratic residues modulo r> (which is a subgroup of prime order q). 

In this case, all elements (apart from the identity) are generators. 

• Alternately, if p is a strong prime as above then the order of the cyclic 

group Z* is 2q and so the factorization of the group order is known. A 

generator of this group can thus be easily found, even though the group 

does not have prime order. 

• Another possibility is to generate a random prime p in such a way that 

the factorization of p — 1 is known. This is possible, but the details are 

beyond the scope of this book. 

References and Additional Reading 

The book by Shoup [131] is highly recommended for those seeking to explore 

the topics of this chapter in further detail. In particular, bounds on <f)(N)/N 

(and an asymptotic version of Theorem B.16) can be found in [131, Chapter 5]. 

A nice result by Kalai [82] gives an easy method for generating random 

numbers along with their prime factorization. 

Exercises 

B.l Prove correctness of the extended Euclidean algorithm. 

B.2 Prove that the extended Euclidean algorithm runs in time polynomial 

in the lengths of its inputs. 

Hint: First prove a proposition analogous to Proposition B.8. 

B.3 Develop an iterative algorithm for efficient (i.e., polynomial-time) com¬ 

putation of [ab mod N], (An iterative algorithm does not make recursive 

calls to itself.) 

Hint: Use auxiliary variables x (initialized to a) and t (initialized to 1), 

and maintain the invariant txb = ab mod N. The algorithm terminates 

when x = 1 and t holds the final result. 

B.4 Show how to determine that an n-bit string is in Z*N in polynomial time. 


